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e-Safety Policy

1.0

2.0

3.0

Policy Statement

Bishop Auckland College and South West Durham Training (thereafter to be termed ‘the
Organisation’) believes that the use of information and communication technologies in further
education brings great benefits. Recognising the e-Safety issues and planning accordingly will help
ensure appropriate, effective and safer use of electronic communications. This policy is the
Organisation’s response to appropriate management of access to e-resources and different ways of
teaching and learning, using technology.

The purpose of this policy is to enable the efficient, effective and safe use of technology in teaching
and learning and to ensure that all users are aware of what the Organisation deem to be safe,
responsible use and to operate within these parameters.

This policy is designed to reflect the importance that the Organisation places on the safe use of
information systems and electronic communications.

e-Safety should be considered not only in context of the internet technologies but also electronic
communications using other devices, such as mobile phones, games consoles and wireless
technology.

This policy is concerned with the following elements of e-Safety and e-Responsibility good practice:

o e-Safety is about safeguarding young people, staff and students in the digital world

o e-Safety emphasises the requirement to educate everyone (staff and students), to
understand and use new technologies in a positive way

o e-Safety is about risk education and the benefits to the individual of feeling confident online

o e-Safety is concerned with supporting all students and staff to develop safer online
behaviours both in and out of the Organisation

As this policy can involve processing personal data, data protection regulations will be adhered to.
Please refer to the General Data Protection Regulation Policy (ref: POL-DP-01) for further
information.

Reviewing the Policy

The Organisation reserves the right to amend this policy at its discretion and the policy will be
regularly reviewed to ensure relevance and currency in relation to the Organisation need and
technological developments. All users will be informed of any changes deemed to be necessary.

The e-Safety Policy forms part of the safeguarding policies. It should also relate to other
policies/schemes including those for positive behaviour, relationships at work, single equalities,
Equality and Diversity and Safeguarding.

Our e-Safety Policy has been written by a team of the Organisation staff members, who have
expertise in specific areas relating to this policy, building on existing policies and practice that impact
on its adoption.

Teaching and Learning — Importance of Internet Use

The internet is a part of everyday life for education, business and social interaction. The
Organisation has a duty to provide students with quality internet access as part of their learning
experience. Students use the internet widely outside the Organisation and need to learn how to
evaluate internet information and to take care of their own safety and security.
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The purpose of internet use in the Organisation is to raise educational standards, to promote student
achievement, to support the professional work of staff and to enhance the Organisation’s
management functions.

Internet access is an entitlement for students who should show a responsible and mature approach
to its use.

Managing Information Systems

41

4.2

4.3

4.4

Information systems security

The Information Security Policy (POL-IT-06) outlines the user’s obligations in maintaining
information security whilst using services supplied by the Organisation.

Managing Email

Email will be managed in line with the IT Acceptable Use Policy (ref: POL-IT-07). Email will
also be managed within best practices to protect our students, processes and systems.

Managing Published Content

The Organisation’s websites, which are widely available and publication of information
should be considered from a personal and Organisational security viewpoint when posting
on the websites. However, there may be occasions where it is necessary to publish contact
details for individuals or teams within the Organisation online (e.g. for information relating to
a specific course or curriculum area).

Marketing will take overall editorial responsibility and ensure that content is accurate and
appropriate but it is up to managers and authors of information to become more responsible
for checking their information for accuracy.

Publication of Student Images of Work

Still and moving images and sounds add liveliness and interest to a publication, particularly
when students can be included. Nevertheless, the security of staff and students is
paramount.

Current practice determines that we obtain signed permissions from students when using
student photographs and names. However, from a safeguarding perspective the
Organisation will specify that individual names and images together for learners under the
age of 16 will not be used without a parent/carer’s written permission. The Organisation
policy this will be clearly communicated regarding this and associated procedures will be
written and published in the Parent/Carer Leaflet.

The Organisation use of social media, for marketing etc, will adhere to the same rules and
requirements; students and staff will be made aware of the potential for their images and
student work to be available through social media networks.

Students also need to be taught the reasons for caution in publishing personal information
and images online.

e Images that include students will be selected carefully and will not provide material
that could be reused

e Students’ full names will not be used anywhere on the website, particularly in
association with photographs
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o Written permission from parents/carers will be obtained before images of students
are electronically published

Staff will not be allowed to take video on their personal cameras but should use the
Organisation equipment at all times.

4.5 The Organisation’s Website(s) and Social Media

Staff should be aware of the difference of speaking ‘about’ the Organisation and ‘on behalf’
of the Organisation.

451 Website (on behalf of the Organisation)

The Organisation’s website(s) are controlled by the Marketing Department.
Departments can request front end access from Marketing to update their sections
of the website(s) if required.

When updating the website(s) with student information/photographs, please refer to
the Organisation’s General Data Protection Regulation Policy (ref: POL-DA-01) for
further information and guidance.

Individual user access will be revoked if the member of staff leaves the
Organisation. If a departmental login is in use, the password must be changed as
soon as possible.

452 Social Media (on behalf of the Organisation)

Social media is the term used to describe the online tools, websites and interactive
media that enable users to interact with each other in various ways, through sharing
information, opinions, knowledge and interests. Social media involves building
online communities or networks, which encourage participation, dialogue and
involvement.

The Organisation recognises the value that social media can have if used in a
responsible and professional way. While it is recognised that employees are entitled
to a private life, the Organisation is committed to maintaining confidentiality and
professionalism at all times whilst upholding its reputation by ensuring employees do
not engage in unacceptable behaviours.

The Organisation Social Media Policy (Appendix 1: Social Media Policy below)
applies to the use of social media for both business and personal purposes, during
office hours or otherwise, whether using the Organisation IT equipment or personal
facilities. Further information of the use of social networking sites can be found in
the Social Media Policy.

4.5.3 Personal Publishing (about the Organisation)

Staff should act responsibly when publishing information online which mentions the
Organisation, e.g. blogs, wikis, social networking, forums, bulletin boards, etc.

Please ensure passwords are protected. Staff must not run social network spaces
for students on a personal basis and online communication with students must be
done through the Organisation network or the Virtual Learning Environment (VLE).

Any comments and posts you make online are public and permanent even if you
have privacy settings in place. Please ensure your posts are accurate, not
misleading or damaging and be careful not to reveal confidential information.
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Staff will be aware that it is not acceptable to put inappropriate comments on social
networking sites about the Organisation, its wider community and stakeholders.

454 Copyright

Always respect copyright and give credit where it's due. If in doubt about any
copyright issues please contact the Marketing Department.

4.6 Filtering

The Organisation has in place tiered web filtering systems that prevents access to a list of
potentially unsuitable sites. These filtering lists are updated automatically. Exceptions or
additions can be made to the list by IT Services, upon request and checked by a member of
the IT Services team. Web access by individual staff and students is logged and can be
viewed if an issue is raised that warrants further investigation.

As filtering can present an obstacle to teaching and learning the Organisation’s approach in
future will be to try to gain a greater balance in terms of the level of filtering in order to
exclude the most offensive or potentially dangerous sites and to develop a greater emphasis
on education to help prepare both learners and staff when they access the internet from
home in an unfiltered environment.

To achieve this, aim the Organisation will work with other security mechanisms to ensure
that systems to protect students are reviewed and improved. If staff or students discover
unsuitable sites, the URL must be reported to IT Services. The Organisation’s internet
access will include filtering.

Senior staff will ensure that regular checks are made to ensure that the filtering methods
selected are appropriate, effective and reasonable.

Any material that the Organisation believes is illegal or promotes radicalisation / extremism
will be reported to the Duty Manager who will report to the necessary organisation.

The Organisation’s access strategy will be designed by educators to suit the age and
curriculum requirements of the students, with advice from IT Services.

4.7 Managing emerging technologies

The Senior Leadership Management Team (SLMT) will discuss emerging technologies as
part of operational updates. They will endorse any proposals if in agreement, before any
implementation takes place.

Emerging technologies will be examined for educational benefit and a risk assessment will
be carried out before use in the Organisation is allowed.

Staff will be issued with an Organisation phone where contact with students and external
Organisations is required.

Mobile phones will not be used during lessons or formal working time unless specifically
used to enhance a learning activity and this can be demonstrated if required. The sending of
abusive or inappropriate text, picture or video messages is forbidden. Non-compliance will
be dealt with under the Organisation’s disciplinary and/or anti bullying policies and
procedures.
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4.8 Protecting personal data
The General Data Protection Regulation Policy (ref: POL-DA-01), states that personal data
will be recorded, processed, transferred and made available according to the relevant
legislation.
5.0 Authorising internet access

The Organisation’s staff and students will normally be granted internet access. Internet access may
be denied if it is determined inappropriate use of the internet has taken place.

5.1

5.2

5.3

The Organisation will maintain a current record of all staff and students who are denied or
have restricted access to the Organisation’s electronic communications

All staff will be required to attend mandatory training as part of staff induction on e-Safety
and e-Responsibility; for new staff this will form part of their introduction to the Organisation
All students will receive a group tutorial on e-Safety and e-Responsibility as part of their
tutorial programme

All staff and students must agree to comply with the e-Safety rules and the IT Acceptable
Use Policy (ref: POL-IT-07).

Assessing risks

As the quantity and breadth of information available through the internet continues to grow it
is not possible to guard against every undesirable situation. The Organisation will need to
address the issue that it is not possible to completely remove the risk that students might
access unsuitable materials via the Organisation’s system.

The Organisation will take all reasonable precautions to ensure that students access only
appropriate material. However, due to the global and connected nature of internet content, it
is not possible to guarantee that access to unsuitable material will never occur via a
computer. The Organisation cannot accept liability for the material accessed or any
consequences resulting from internet use.

The Organisation should regularly audit IT use to establish if the e-Safety policy is adequate
and that the implementation of the e-Safety policy is appropriate and methods to identify,
assess and minimise risks will be reviewed regularly.

The use of computer systems without permission or for inappropriate purposes could
constitute a criminal offence under the Computer Misuse Act 1990.

e-Safety Complaints

Complaints relating to e-Safety will be managed using the Organisation’s Customer
Complaints Procedure (ref: BAC-Q-05). As part of this procedure, issues concerning
safeguarding will be referred to the Organisation’s designated Safeguarding Officer. Any
complaint relating to staff misuse of information and communication technologies will be
referred to Human Resources.

Managing Cyberbullying
Cyberbullying can be defined as “The use of information communication technology,

particularly mobile phones and the internet, to deliberately hurt or upset someone” —
Department for Children, Schools and Families (DCSF) 2007.
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Many young people and adults find using the internet and mobile phones a positive and
creative part of their everyday life. Unfortunately, technologies are also being used
negatively.

Cyberbullying (along with all forms of bullying) will not be tolerated. Full details are set out in
the Organisation’s Anti-Bullying and Harassment Policy (ref: POL-SS-01).

e There are clear procedures in place to support anyone affected by Cyberbullying

o There are clear procedures in place to investigate incidents or allegations of
Cyberbullying

e Students, staff and parent/carers are advised to keep a record of the bullying as
evidence

e The Organisation will take steps to identify the bully, this may include examining
system logs, identifying and interviewing possible witnesses and contacting the
service provider and the police, if necessary

Childnet have produced resources and guidance that can be used to give practical advice
and guidance on cyberbullying:
www.childnet.com/resources/cyberbullying-guidance-for-schools

Sanctions for those involved in Cyberbullying may include:

e Parent/carers may be informed

e The bully will be asked to remove any material deemed to be inappropriate or
offensive

e A service provider may be contacted to remove content

e Internet access may be suspended at the Organisation for the user for a period of
time

e The Police will be contacted if a criminal offence is suspected

54 Learning platforms and learning environments

The VLE must be used subject to careful monitoring by managers — particularly messaging
and communication tools and publishing facilities. Students/staff will be advised on
acceptable conduct and use when using the learning platform, including copyright issues
and the appropriate content to upload onto the VLE. When staff/students leave the
Organisation their account or rights to specific areas will be disabled.

Any concerns with content may be recorded and dealt with in the following ways:

e The user will be asked to remove any material deemed to be inappropriate or
offensive and disciplinary action may be taken

e The material will be removed by the site administrator if the user does not comply
and disciplinary action may be taken

e Access to the VLE for the user may be suspended

e The user may need to discuss the issues with the Duty Manager before
reinstatement

e A student’s parent/carer may be informed

6.0 Communication
6.1 Informing students
e All students will be informed that network and internet use will be monitored and will

be given instruction in responsible and safe use of the internet. This will be covered
during induction and reinforced through the tutorial programme
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o E-Safety training will be part of the 14-16 programme

e Safe and responsible use of the internet and technology will be reinforced across
the curriculum. Particular attention will be given where students are considered to be
vulnerable

6.2 Informing staff

e The e-Safety Policy will be discussed with all members of staff at induction

e To protect all staff and students, the Organisation also has the IT Acceptable Use
Policy (ref: POL-IT-07)

e Staff should be aware that internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct are essential

o Staff that manage filtering systems or monitor ICT use will be supervised by SLMT
and have clear procedures for reporting issues

6.3 Monitoring of communications by the Organisation

The Organisation is ultimately responsible for all business communications by subject to
that, so far as possible and appropriate, will respect your privacy and autonomy while
working. The Organisation may monitor your business communications for reasons which
include:

e Providing evidence of business transactions

e Ensuring that the Organisation’s business procedures, policies and contracts with
staff are adhered to

o Complying with any legal obligations including Safeguarding and the Prevent Duty

¢ Monitoring standards of service, such as individual performance

e Preventing or detecting unauthorised use of the Organisation’s communication
systems or criminal activities

¢ Maintaining the effective operation of the Organisation’s communication systems

7.0 e-Safety Audit, Contacts and References
These resources are in addition to those already identified for the staff and student tutorial

programme and the e-safety pages on the VLE:
https://moodle.bacoll.ac.uk/course/view.php?id=374

360 Degree Safe: e-Safety self-review Internet Watch Foundation
http://www.360safe.org.uk https://www.iwf.org.uk

CEOP Think U Know website
www.ceop.police.uk/ www.thinkuknow.co.uk
Childline UK safer internet Centre
www.childline.org.uk http://www.saferinternet.org.uk
Childnet

www.childnet.com
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8.0 Related documents

BAC-SS-01
POL-DA-01
POL-SS-01
POL-CP-01
BAC-HR-1-01
HR-DP-01
BAC-HR-1-05
POL-IT-06
POL-IT-07

Bishop
Auckland

College

Student Disciplinary Procedure

General Data Protection Regulation (GDPR)
Anti-Bullying and Harassment Policy
Safeguarding Policy

Disciplinary Procedure (staff)

Code of Conduct (staff)

Inappropriate Behaviour Procedure (staff)
Information Security Policy

IT Acceptable Use Policy

For further information contact:

Paul Kellett
Head of IT Services
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Appendix 1: Social Media Policy

1.0

2.0

Introduction and General Policy Statement

The Organisation recognises the numerous benefits and opportunities which a social media
presence offers. The Organisation aims to build relationships and work with the academic community
to share news, information and success. We will actively use social media to engage appropriately
with learners, publish guidance and collect feedback to gauge the student learning experience,
enhance the Organisation’s profile within the community and to engage with industry partners.

A social media account provides a flexible delivery platform. The Organisation will restrict its use to
officially authorised purposes such as communications via the Marketing Department. The
Organisation actively encourage our staff to make effective and appropriate use of it; to engage in
conversations with colleagues and the community as well as sharing appropriate outputs.

Scope

For the purposes of this policy, social media is defined as any online interactive communication tool
which encourages participation and exchanges. Common examples include; Twitter, Facebook,
YouTube, Skype, Instagram, Pinterest, and LinkedIn.

This policy applies to all staff and to all communications which directly or indirectly, represent the
Organisation. It applies to online communications posted at any time and from anywhere, whether to
an individual, a limited group or the world.

The Organisation respects privacy and understands that staff may use social media forums in their
private lives. However, personal communications likely to have a negative impact on professional
standards and/or the institution’s reputation are within the scope of this policy.

The Organisation’s IT Systems are first and foremost business tools, and as such personal usage of
the systems is a privilege and not a right. Employees are permitted to make reasonable and
appropriate use of social media websites where this is part of the normal duties of their work.

Professional responsibilities apply regardless of the medium being used. All social media
communications which might affect the Organisation’s reputation, whether made either in a private or
professional capacity, must comply with relevant policies which address staff conduct. !

Professional communications are those posted on an institutional account and using the
Organisation’s name. All professional communications are within the scope of this policy.

Personal communications are those made via a private social media account, such as a personal
blog or wiki. There are some (limited) circumstances where these communications may be subject to
this policy. In all cases, where a private account is used which clearly identifies the Organisation it
must be made clear that the member of staff is not communicating on behalf of the Organisation. An
appropriate disclaimer, such as:

“the views expressed here are my own and in no way reflect the views of Bishop Auckland College”
should be included.

Private communications which do not refer to or represent the Organisation, are outside the scope of
this policy.
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Digital communications with learners are also considered. Staff must receive authorisation from the
Marketing Department to use social media accounts for teaching and learning purposes or
promotion.

Staff must not accept ‘friend’ requests from learners without line manager approval/provided staff
have attended social media training except where the member of staff has a connection with the
learner beyond the context of the institution.

Legislation

The Organisation will adhere to its obligations under legislation relevant to the use and monitoring of
electronic communications, which are predominantly the Regulation of Investigatory Powers Act
2000; the Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000; the Communications Act 2003; Data Protection Act 1998; the Human Rights Act
1998; the Defamation Act 1996 and the Equality Act 2010; Sexual Offences Act 2003 (Section 16).

Roles and Responsibilities
There are clear lines of responsibility for social media use within the Organisation.

Select member of staff/areas are responsible for

e Keeping up to date with technology developments through appropriate CPD (IT Services)
Reviewing and updating all relevant documentation (IT Services)
Delivering training and guidance on social media (IT Services / Marketing)
Taking a lead role in responding to and investigating any reported incidents (Duty Manager)
Making an initial assessment when an incident is reported and involving appropriate staff
and external agencies as required (Duty Manager)
e Maintaining a directory of the Organisation social media accounts (Marketing)

Staff are responsible for:
e Knowing the contents of the policy and its procedures
¢ Ensuring that any use of social media is carried out in line with this and other relevant
policies
Attending appropriate training
Informing the Marketing department when an institutional account is to be used
Seek relevant authorisation from the Line Manager for official postings prior to publication
Regularly monitoring, updating and managing content he/she has posted via the
Organisation’s account
Carrying out an appropriate risk assessment prior to providing access to learners
e Ensuring that all learners have read, understood and agreed to the e-safety rules and
acceptable use policy, before accessing and posting content via the Organisation’s social
media accounts
e Adding an appropriate disclaimer to personal accounts when naming the institution
e Reporting any incidents

Line Managers are responsible for:
e Addressing concerns or questions regarding posts or comments via official and personal
accounts
Reporting outcomes to the Duty Manager
Authorising posts, where designated
o Attending additional relevant training
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Behaviour

The Organisation requires that all staff using social media adhere to the standard of behaviour as set
out in this policy and other relevant policies.

Staff may use social media for the purposes of recruitment selection. Staff will not use social media
to infringe on the rights and privacy of colleagues or make ill-considered comments or judgments
about staff.

Digital communications by staff must always be professional and respectful and in accordance with
this policy.

Where an incident is reported, unacceptable conduct, (e.g. defamatory, discriminatory, offensive,
harassing content or a breach of data protection, confidentiality, copyright) will be considered
extremely seriously by the Organisation and will be reported as soon as possible to the Duty
Manager and/or relevant line manager or the designated data controllers, and escalated where
appropriate. The Organisation will take appropriate action when necessary.

Where conduct is found to be unacceptable, the Organisation will deal with the matter internally.
Where conduct is considered illegal, the Organisation will report the matter to the police and other
relevant external agencies and may act according to the Disciplinary Policy.

The use of social media by staff while at work may be monitored, in line with the Organisation’s
acceptable use policy.

The Organisation permits reasonable and appropriate access to private social media sites. However,
where we suspect excessive use, and consider this use to be interfering with relevant duties, we may
take disciplinary action.

The following general guidelines apply to staff posting content via social media:

The Do’s:
e Check with a line manager before publishing content that may have controversial
implications for the institution
Use a disclaimer when expressing personal views
Make it clear who is posting content
Use an appropriate and professional tone
Be respectful to all parties
Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the author
Express opinions but do so in a balanced and measured manner
Manage your social media presence on behalf of the Organisation.
Think before responding to comments and, when in doubt, get a second opinion
Set up a shadow system i.e. a colleague who can access posts- using a generic email
account such as sport@bacoll.ac.uk or engineering@swdt.co.uk
e Seek advice and report any mistakes to your line manager

The Don'ts:
e Don’t make comments, post content or link to materials that will bring the Organisation into
disrepute

Don’t use the Organisation branding on personal accounts

Don’t publish confidential or commercially sensitive material

Don’t breach copyright, data protection or other relevant legislation

Consider the appropriateness of content given the age and capacity of the learners, and
don’t link to, embed or add potentially inappropriate content

Don’t post derogatory, defamatory, offensive, harassing or discriminatory content

e Don’t use social media to air internal grievances
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Security

The Marketing department are responsible for ensuring that passwords and other access controls for
the Organisation’s social media accounts are of adequate strength and kept secure. Under no
circumstances should passwords be shared with anyone other than the designated member of Staff
managing the Social Media account on behalf of the Organisation. Staff should be familiar with
privacy settings and ensure that these are appropriate for both content and intended audience.

Every effort will be made to keep security software up to date. Appropriate security measures will
include the use of enhanced filtering and protection of firewalls, servers, routers, work stations etc. to
prevent accidental or malicious access of IT systems and social media accounts. Digital
communications, including via social media sites, over the Organisation’s network, will be monitored
in line with the IT Acceptable Use Policy (ref: POL-IT-07).

Teaching and Learning

The Organisation takes e-safety and its duty of care seriously. The Organisation will do all that it
reasonably can to ensure that learning and working environments, including online forums, are safe
for staff and learners. Whenever a new learning and teaching environment using social media is
being considered, staff must contact a member of the IT Services team who will complete a risk
assessment. Upon completion of the risk assessment access will be either granted or refused and
will be decided on a case-by-case basis. If it has been successful staff will be given access to an
additional sign-on portal which allows the Organisation to monitor and control all activity whilst
accessing social media from within the Organisation.

Where staff are working with younger and/or more vulnerable learners, extra safeguards may be
required such as a moderating content prior to publication. This aspect is addressed in the e-Safety
Policy.

All staff must have fully read and understood the e-safety policy before being granted use of social
media accounts involving interaction with learners.

All staff must ensure that learners have read, understood and agreed to the data protection,
acceptable use and e-safety policies before permitting access to the Organisation’s social media
accounts.

Use of Other Peoples’ Materials

Sharing content such as images, photographs and video is extremely popular and easy to do via
social media sites. While this may have value in an educational context, there is a real risk of
breaching the rights of individuals who own the different media e.g. images rights, patents, copyright
in a blog, or rights associated with collaborative outputs. All staff should ensure they have permission
or other justification to share content in this way. Content is particularly risky where it is commercially
valuable, confidential and/or sensitive.

Staff will not post any images, photographs, videos, text etc. via social media sites without
appropriate permission from the rights holders. If unsure, staff are advised to check permissions
attached to digital content prior to posting via social media.

Further information and guidance is available from the General Data Protection Regulation Policy
(ref: POL-DA-01) and the Organisation’s designated data controllers.

Personal Information
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Personal information is information about a particular living person. No personal information will be
shared via social media sites without consent, unless it is in line with our General Data Protection
Regulation Policy. Authorised staff posting content or setting up accounts are responsible for
ensuring appropriate informed consents are in place. Members of staff should include their name,
email and job title where possible. It is at their discretion whether they wish to post additional contact
information.

Education and Training

The Organisation wishes to make it clear to staff what our policy contains and the reasons behind it.
We will provide staff with additional guidelines and further information on e-safety and effective
practice.

Staff authorised to use the Organisation’s social media accounts, will receive training on relevant
safeguards and acceptable practice before access is granted. New, or temporary members of staff,
will also receive this training as part of the induction process.

Additional training is offered to all Heads of School on social media practice. It is expected that all
relevant staff will attend at least one session per academic year.

Incidents and Response

Any breach of this policy could lead to disciplinary action. Where a breach of this policy is reported to
the Organisation this matter will be dealt with seriously and in line with the Organisation’s
Disciplinary and Acceptable Use policies. The Organisation will act immediately to prevent, as far as
reasonably possible, any damage to an individual, their rights or the institution’s reputation. Any
stakeholder or member of the public may report an incident to the institution. This should be directed
immediately to the Duty Manager and/or relevant line manager. Where it appears that a breach has
taken place, the Duty Manager and/or relevant line manager, will review what has happened and
decide on the most appropriate and proportionate course of action. Where the Duty Manager and/or
relevant line manager considers the incident to be serious, this will also be reported to the Human
Resources department.

Where staff are in receipt of offensive, unacceptable content via social media, this should be
reported to a relevant line manager immediately.

Where questionable content has been received by the institution, the Duty Manager must be
informed prior to any response being submitted.
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