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College Group IT Acceptable Use Policy

Where this policy uses the term ‘College Group’ this refers to Bishop Auckland College and South West
Durham Training.
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Introduction

The College Group’s communications facilities are provided by the College Group and made
available to staff for business and teaching purposes and students for educational purposes. A
certain amount of limited and responsible personal use by staff is also permitted. All use of the
College Group’s communications facilities is governed by the terms of this policy and if the rules and
procedures are not adhered to, then use of these facilities may be curtailed or withdrawn and
disciplinary action may follow.

At the College Group, communication plays an essential role in the conduct of business and for
teaching and learning. How you communicate with people, not only reflects on you as an individual
but also on the College Group. The College Group values your ability to communicate with
colleagues, students and external contacts, and invests substantially in information technology and
communications systems which enable you to work more efficiently. We trust you to use them
responsibly.

This policy applies to all members of the College Group who use the communications facilities,
whether full or part time employees, volunteers, contract staff or temporary staff and students. Note
that some elements of personal use of College Group’s communications facilities are specifically
addressed, please read this policy carefully.

As this policy can include the processing of personal data, data protection regulations will be
adhered to. Please refer to the General Data Protection Regulation Policy (ref: POL-DP-01) for
further information.

General Principles

You must use the College Group’s information technology and communications facilities sensibly,
professionally, lawfully, consistently with your duties, with respect for all members of the College
Group and in accordance with this policy and the College Group’s other rules and procedures.

All information relating to the College Group’s staff, students, stakeholders and business operations
is confidential. You must treat College Group paper-based and electronic information with utmost
care. Further information can be found in the Information Security Policy (POL-IT-06).

Many aspects of communication are protected by intellectual property rights which are infringed by
copying. Downloading, copying, possessing and distributing material from the internet may be an
infringement of copyright or other intellectual property rights.

Particular care must be taken when using communication applications as a means of communication
because all expressions of fact, intention and opinion you send on behalf of the College Group,
could be produced in court in the same way as other kinds of written statements.

The advantage of the internet and communication applications is that they are extremely easy and
informal ways of accessing and disseminating information, but this means that it is also easy to send
out ill-considered statements. You must not use these media to do or say anything which would be
subject to disciplinary or legal action in any other context such as sending any sexist, racist,
defamatory or other unlawful material.

Users must not use the internet or communication applications to access or share any material that
may be considered to relate to terrorism or extremism nor should such material be downloaded or
stored on systems own or controlled by the College Group.
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Use of Electronic Mail

Generally

3.11

3.1.2

All external emails contain an appropriate disclaimer notice from the College Group do not
attempt to amend this notice in anyway.

Do not amend any messages received and do not access any other person’s inbox or other
email folders, nor send any email purporting to come from another person unless expressed
permission has been given.

It is good practice to re-read your email before sending.

Always use the “Bcc” box when mailing to groups whenever the members of the group are
unaware of the identity of all the others or where you judge that the membership of the group
of one or more individuals should perhaps not be disclosed to the others, because if you use
the “Cc” box each recipient is informed of the identity (and in the case of external recipients,
the address) of all the others. Such a disclosure may breach any duty of confidence owed to
each recipient, breach the College Group’s obligations under the GDPR 2018 or may
inadvertently disclose confidential business information. This applies to both external and
internal email.

Business use

3.21

3.2.2

3.2.3

3.24

Expressly agree with the recipient that the use of email is an acceptable form of
communication, bearing in mind that if the material is confidential, privileged or commercially
sensitive then an unencrypted email is not secure.

If the email message or attachment contains information which is time critical, bear in mind
that an email is not necessarily an instant communication and consider whether it is the
most appropriate means of communication.

If you have sent an important document, always telephone to confirm that the email has
been received and read. You may also wish to ask for a read receipt.

In light of the security risks inherent in web-based email accounts such as Yahoo or Gmail,
you must not email sensitive College Group documents to your personal web-based
accounts. You may send documents to an external recipient’s web-based account if you
have the recipients expressed permission to do so. However, under no circumstances
should you send sensitive or highly confidential documents to a personal web-based email
account (e.g. Yahoo or Gmail), even if asked by the recipient to do so.

Personal Use

3.3.1

3.3.2

The College Group’s email facilities are provided for the purposes of College Group
business. The College Group accepts that you may occasionally want to use them for your
own personal purposes. This is permitted on condition that all the procedures and rules set
out in this policy are complied with. Be aware, however, that if you choose to make use of
these facilities for personal correspondence, you can expect very little privacy because the
College Group may need to monitor communications for the reasons given in item 7. You
will greatly increase the privacy of any personal email by complying with the procedures set
out in item 3.3.3.

Under no circumstances may the College Group’s facilities be used in connection with the
operation or management of any business other than that of the College Group or a partner
organisation, unless expressed permission, has been obtained.
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3.3.3  All personal email you send must be marked PERSONAL in the subject heading and all
personal email sent or received must be filed in a folder marked “Personal” in your mailbox.
Contact IT Services if you need guidance on how to set up and use a personal folder. All
email contained in your inbox and your sent items folder are deemed to be business
communications for the purposes of monitoring (see item 7.4).

3.3.4  You must ensure that your email use:
¢ Does not interfere with the performance of your duties
Does not take priority over your work responsibilities
Does not cause unwarranted expense or liability to be incurred by the College Group
Does not cause a nuisance of annoyance to others or interfere with them in the
performance of their duties
Does not contain offensive, obscene or indecent images
Does not constitute as SPAM (unsolicited mail)
Does not have a negative impact on the College Group in any way
Is lawful and complies with this policy

As with any correspondence made using the College Group’s electronic facilities, you can
delete personal email from the live system, but they will have copied (perhaps many times)
onto the College Group’s backup systems and in that form could be retained indefinitely.

3.3.5 By making personal use of our facilities for sending and receiving email you signify your
agreement to abide by the conditions imposed for their use and signify your consent to the
College Group monitoring your personal email in accordance with item 7 of this Policy.
4.0 Use of internet
4.1 We trust you to use the internet sensibly. Bear in mind at all times that, when visiting an internet site,
information identifying your user account and PC will be logged. Therefore, any activity you engage
in via the internet will be recorded by the College Group.

4.2 Whenever you access a website, you should always comply with the terms and conditions governing
its use.

4.3 The College Group recognises the need for individuals to have to carry out some personal tasks,
e.g. for internet banking or online shopping, and this is permitted, subject to the same rules as are
set out for personal email use in item 3.3.4 of this policy. If you need to download software to enable
you to access an online service you must obtain the express permission of the Director of Technical
Services or IT Services Officer who will consider the request in line with the Information Security
Policy (POL-IT-06).

4.4 You must not:

441 Use any images, text or materials which are copyright-protected, other than in accordance
with the terms of the licence under which you were permitted to download them

4.4.2 Introduce packet-sniffing or password detecting software

4.4.3 Seek to gain access to restricted areas of the College Group’s network
444 Access or try to access data which you know or ought to know is confidential
4.4.5 Knowingly introduce any form of computer virus or malware

446 Carry out any hacking activities
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4.4.7 Attempt to access unsuitable content including but not limited to VPN connections, bit torrent
traffic, cryptocurrency mining, adult material, gambling, drugs, offensive, hate,
discrimination, racism, violence, terrorism and extremism

4.5 For your information, breach of any of the provisions in 4.4 would not only contravene the terms of
this policy but would also amount to the committing of an offence under the Computer Misuse Act
1990, which creates the following offences which can leave to disciplinary or prosecution:
4.5.1 Unauthorised access to computer material i.e. hacking
4.5.2 Unauthorised modification of computer material
4.5.3 Unauthorised access with intent to commit or facilitate the committing of further offences

5.0 System Security

5.1 Security of IT systems is of paramount importance. The College Group owes a duty to all staff and
students to ensure that all transactions are kept confidential. If at any time the College Group needs
to rely in court on any information which has been stored or processed using the IT systems it is
essential to be able to demonstrate the integrity of those systems. Further information can be found
in the Information Security Policy (POL-IT-06).

6.0 Data Retention

6.1 All personal storage (MyWork and OneDrive) and all emails will be permanently deleted 1 year after
either a student or staff member has left the College Group and their account is disabled. It is the
responsibility of the individual user to make personal backups of any data they wish to retain before
they leave the College group and their account is no longer active.

7.0 Working remotely

71 This part of the policy, and the procedures in it, applies to your use of the College Group’s IT
facilities and also the use of your own equipment or other computer equipment (e.g. partner’s
equipment, etc.) whenever you are working away from the College Group’s premises (i.e. working
remotely). Full details can be found in the Remote Working Policy (POL-IT-08).

8.0 Monitoring of communications by the College Group

8.1 The College Group is ultimately responsible for all business communications by subject to that, so
far as possible and appropriate, will respect your privacy and autonomy while working. The College
Group may monitor your business communications for reasons which include:
8.1.1 Providing evidence of business transactions
8.1.2 Ensuring that the College Group’s business procedures, policies and contracts with staff are

adhered to
8.1.3 Complying with any legal obligations including Safeguarding and the Prevent Duty
8.1.4  Monitoring standards of service, such as individual performance
8.1.5 Preventing or detecting unauthorised use of the College Group’s communication systems or
criminal activities

8.1.6  Maintaining the effective operation of the College Group’s communication systems

8.2 The College Group may monitor telephone, email and internet traffic (i.e. sender, receiver, subject,
non-business attachments to email, numbers called and duration of calls; domain names of websites
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visited, duration of visits and non-business files downloaded from the internet) at a network level (but
covering both personal and business communications) for the purposes specified at item 7.1. For the
purposes of your maintenance of your own personal privacy, you need to be aware that such
monitoring might reveal sensitive personal data about you. For example, if you regularly visit
websites which detail the activities of a particular political party or religious group, then those visits
might indicate your political opinions or religious beliefs. By carrying out such activities using the
College Group’s facilities you consent to the College Group processing any sensitive personal data
about you, which may be revealed by such monitoring.

Sometimes it is necessary for the College Group to access your business communications during
your absence, such as when you are away because you are ill or while you are on holiday. Unless
your account settings are such that the individuals who need to do this already have permission to
view your account, access will be granted only with the permission of one of the persons authorised
to grant such access, in accordance with the Information Security Policy (POL-IT-06).

In certain, very limited, circumstances the College Group may, subject to compliance with any legal
requirements, access email marked PERSONAL. Examples are when the College Group has
reasonable suspicion that the email may reveal evidence of unlawful activity, including instances
where there may be a breach of a contract with the College Group.

All incoming communications and emails are scanned using security controls. This will also block
unsolicited emails and emails which have potentially inappropriate or harmful attachments.

Compliance with this Policy
Failure to comply with this policy may result in disciplinary action being taken against you under the

College Group’s disciplinary procedures, which may include summary dismissal and in the
withdrawal of permission to use the College Group’s equipment for personal purposes.

For further information contact:

Paul Kellett
Director of Technical Services
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